WHOOPMALIMOHHASA NAMATKA
[NA OBYYAIOLLMXCA

C KaZbiM roiomMm MONOAEKWN B UHTEpPHETe CTaHOBUTLCA BOoNblUE, a LIKOJbHUKM OAHU U3 CaMbiX
aKTMBHbIX Mnonb3oBaTenen PyHeta. Mexay Tem, MOMMMO OFPOMHOIO KOJIMYECTBa BO3MOXKHOCTEM,
WMHTEpPHEeT HeceT 1 Npobsiembl. ITa NaMATKA A0/1KHA NOMOYb Tebe 6e30nacHO HaxoAUTbLCA B CETU.

KomnbloTepHbie BUPYCbI

KomnbloTEpPHbIA BUPYC - 3TO PasHOBMAHOCTb KOMMbIOTEPHbLIX MNPOrPamMm, OTAMYUTENbHOWM
0COBEHHOCTbIO KOTOPOI ABNSAETCA CNOCOBHOCTb K Pa3MHOKEHUIO. B loNo/IHEHWE K 3TOMY, BUPYCbl MOTYT
NoBPeaUTb WM MONHOCTBIO YHUUTOXWUTL Bce daiiibl U AaHHble, NOAKOHTPO/IbHbIE MOJ/b30BaTENtO, OT
MMEHW KOTopOoro Hbina 3anyLeHa 3apaskeHHas NPorpaMmma, a TakxkKe NoBPeanTb MW AaXKe YHUUTOXUTb
OMnepaLMoHHY0 CUCTEMY CO BcemMMu ¢alinamu B LenoM. B BoNbLIMHCTBE C/y4YaeB pacnpocTpaHaloTcA
BMPYCbl Yepes MHTEPHET.

MeToabl 3aWnTbl OT BPELOHOCHbIX MPOrpamm:

1. Ucnonb3yi coBpemeHHble onepaumoHHble CUCTEMBI, MMeloLLIME Cepbe3Hblil YPOBEHb 3allinTbl OT
BPEAOHOCHbIX MPOrpPamm;

2. TocTosiHHO ycTaHaBAuMBait nauytv (undpoBble 3annatkM, KoTopble aBTOMaTUYECKM
YCTaHaBNMBAKOTCA C Lenblo A0PaboTKM nporpammbl) U apyrne obHOBAEHUA CBOEW onepaLMOHHON
cuctembl. CKaumBall UX TONIbKO C odpuuManbHOro caita paspabortumka OC. Ecam cyllecTBYeT pexunm
aBTOMaTUYeCKOro 06HOBEHUSA, BKAOYM €ro;

3. PaboTan Ha cBoem KOMnNblOTEPE NOoA4 nNpaBamMun nojsib3oBaTtenia, a He agMUHUCTPATOpPA. JT0 He
no3BonT 6OI'IbLLIl4HCTBy BPEAOHOCHbLIX MNporpamMmm WHCTAaANINPOBATbCA Ha TBOEM NEPCOHA/IbHOM
KOMMbIOTEPE,

4. Mcnonb3yit aHTMBUPYCHble MNPOrpaMmMHble MPOAYKTbl W3BECTHbIX MpPOM3BOAUTENEN, C
aBTOMAaTM4YeCKUm obHoBNeHneM 6a3;

5. OrpaHunyb GU3NYECKUIA OCTYN K KOMMbIOTEPY 418 NOCTOPOHHUX /INLL;

6. Mcnonb3yi BHeLHMe HocuTenn nHbopmaLmMm, Takme Kak Gaellka, AUCK nnm daiin n3 MHTepHeTa,
TOJ/IbKO U3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTKpbiBait KomnbloTepHble Gaiinbl, NOJYYEHHblIE M3 HEHALEMHbIX UCTOYHWMKOB. [axe Te
daiinbl, KOTopble NPUCAAN TBOM 3HAKOMBI. Jlydlle YTOYHU Y HETO, OTNPABAAA N OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA nepeaayun f4aHHbIX, He TEXHONOMUSA, a BCero nvwb bpeHa, mapka. Ewe 8 1991 rogy
HUAEPNAHACKAA KOMMaHWA 3apernctpupoBana bpeHg "WECA", yto o0603Hayano c/roBocoyeTaHue
"Wireless Fidelity", koTopbIi nepeBoanTCA Kak "becnpoBogHan TOYHOCTL".

[o Hawero BpemeHu aolwna apyras abbpesnaTtypa, KoTopas ABAAETCA TaKOM Ke TexHonornemn. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe 6bIJI0 4AHO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOM TEXHUKM
Hi-Fi, uTo B nepeBoAe 03Ha4aeT "BbICOKAaA TOYHOCTb".

[a, 6ecnnaTHbli WHTEpHeT-g4ocTyn B Kade, OTenax WM asponopTax ABAAETCA OT/ANYHOM
BO3MOKHOCTbIO BbIX04a B MHTEPHET. HO MHOIMe 3KCMepTbl cuMTaloT, YTo obweaoctynHble Wi-Fi ceTu He
ABAAOTCA 6€30NacHbIMMU.

CoBeTbl N0 6e3onacHocTn paboTbl B 0b6weaoctynHbix cetax Wi-fi:



1. He nepegaBali cBotO IMYHYIO MHbOpMaLMIO Yepes obweaoctynHblie Wi-Fi cetn. PaboTtan B Hux,
KenaTteNbHO He BBOAMTbL NapOo/iM A0CTYNa, IOTUHbI U KAaKMEe-TO HOMepa;

2. Wcnonb3syin n o06HOBAAK aHTUBUPYCHble nporpammbl M bBpaHgmayep. Tem cambiMm Tbl
obe3onacuilb cebsa OT 3aKauyku BUpyca Ha TBOE YCTPOMCTBO;

3. Mpwn ucnonbzosaHmm Wi-Fi oTkatoum pyHKumMio "O6wmin goctyn K dannam n npuHTepam”. [laHHas
bYHKUMA 3aKpbITa NO YMONYAHWUIO, OAHAKO HEKOTOPble MOJIb30BaTeNIM aKTUBUPYIOT ee Ana yaobcrsa
MCNONb30BaHUA B paboTte nnu yyebe;

4. He ucnonb3yih nybanyHbin WI-FI gns nepegaun AWYHbIX AaHHbIX, Hanpumep ANA BbIXo4a B
COLUMa/IbHbIE CETU WU B 3/IEKTPOHHYIO MOYTY;

5. Ucnonb3yii ToNbKO 3almuLeHHOe coeauHeHue yepes HTTPS, a He HTTP, T.e. npu Habope Beb-
afapeca 8Boaun umeHHo "https://";

6. B mobunbHom TenedoHe oTkawoum ¢yHKumio "MogkntoyeHne K Wi-Fi aBTomatmyeckun". He
[0MyCKan aBTOMaTUYEeCKOro NoaKAtYeHns ycTpoincTea K cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetTu

CoumanbHble CeTM aKTUBHO BXOAAT B Hawy *X1U3Hb, MHOIMe nroaun pa60Ta+0T N XKNBYT TaM NOCTOAHHO,
a B Facebook yXe 3aperuMcTtpnpoBaH Mmmnanapa 4YenoBek, YTo ABNAETCA OAHOVI CEAbMOf/‘I BCEX XKUTenemn
nnaHetbl. MHOrMe NOAb30BaTENM HE MOHMMAIOT, YTO MHd)OpMaLI,MFI, pasmelieHHaa MMn B COUMaIbHbIX
CeTax, MoXeT 6bITb Haﬁp,eHa M NCNOZIb30BaHa Kem yrogHo, B TOM 4ucne He obnasaTenbHO ¢ Baarmmm
HamepeHnammu.

OcHoBHble coBeTbl N0 6€30NaCHOCTU B COLMAbHbIX CETAX:
1. OrpaHunyb cNUCcoK apysen. Y Tebs B 4py3bax He A0MKHO ObITb CIYY4aMHbIX U HE3HAKOMbIX NHOAEN;

2. 3awmwanm CBOK YaCTHYH KM3Hb. He yKkasbiBat naposu, TenedoHbl, agpeca, AaTy TBOEro
POXKAEHUA U APYTYIO INYHYIO0 MHGOPMaLMIO. 310YMBILLIEHHUKU MOTYT UCMO/1b30BaTb AarKe MHGopMaumto
0 TOM, KaK Tbl MU TBOW POAUTENN NAAHMPYETE NPOBECTU KaHMKYbI;

3. 3awmilai cBOO penyTauumio - AePXKU ee B YNCTOTe U 3aaaBalt cebe Bonpoc: xoTen 6bl Tbl, YTOObI
Apyr1ne MNonb3oBaTeNu BUAENWN, YTO Tbl 3arpyxaelwb? lMogymai, npexae yem 4TO-TO OnNy6AMKOBaTb,
HanucaTb U 3arpy3uThb;

4. Ecvi Tbl TOBOPMULLUb C IIOAbMMU, KOTOPbIX HE 3HAELLb, HE UCMO/b3Yl CBOE peasibHOE UMA U APYTyio
NINYHYI0 MHGOPMALMK: MMA, MECTO KUTENbCTBA, MecTo yyebbl U npoyee;

5. N36erait pasmeweHuns ¢oTtorpaduin B UIHTepHeTe, rae Tbl M306parkeH Ha MeCTHOCTM, MO KOTOPOM
MOXHO ONpeseMTb TBOe MECTOMNO/IOKEHUE;

6. Mpu perncTpaumm B COLMaNbHOM CETU HEOBXOAMMO UCMO/b30BaTb C/I0XKHbIE NMapo/iM, COCToALME
13 BYKB 1 UMP M C KOIMYECTBOM 3HAKOB He MeHee §;

7. Ona cou,maanoﬁ CeTn, NoYTbl U ApYyrnx canToB HEO6XO,CI,MMO MCNO/1b30BaTb pPa3Hble Napon.
Torpa ecnmn Tebn B3/10MatoT, TO 3/1I0YMbIW/IEHHNUKN NOAYyYaT A0CTYN TOJZIbKO K O4HOMY MeCTy, a HE BO BCe

cpasy.
INEKTPOHHbIE AEeHbIU

3/'IEKTpOHHbIe AEeHbIN - 3TO O4eHb y,D,O6HbIﬁ cnocob nnaTemeﬁ, OAHAaKO CyWwecTBYHOT MOLLWEHHUKN,
KOTOpble XOTAT NONY4YNUTb 3TN AEHbIN.



3I'IEKTpOHHbIe AeHbrnm NnoABNINCb COBCEM HEAABHO N MMEHHO MN3-3a 3TOIN0 BO MHOTUX rOCy4apcTBax
A0 CUX Nop He NPONMUCaHO NPO HUX B 3aKOHaX.

B Poccum ke oHU GYHKUMOHMPYIOT M O HUX YXKe MPOMUCAHO B 3aKOHe, rae WX pasaensatoT Ha
HECKOJIbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIe. Pa3HMLA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaetca nNpoBoAMTb onepaumm 6e3 uaeHTUdMKAUMM NOSb30BaTeNA, a B HEaHOHUMHbIX
naeHTMPMKaLnA nNosib3oBaTena aBaseTca 0bAa3aTeIbHOM.

TakXe cneayeT pas/inyaTh 3/IEKTPOHHbIE PUaTHble AeHbIM (paBHbI rOCYAaPCTBEHHbIM Ba/IlOTaM) U
3/IEKTPOHHbIE HedUuaTHble AeHbrM (He paBHbI FOCYAapPCTBEHHbIM BatoTam).

OcHoBHble coBeTbl MO He3onacHo pa60Te C 9NNEKTPOHHbIMU AEHbramu:

1. MpuBAXKM K c4eTYy MOBUNBHbBIN TenedoH. ITo cambliit YA06HbIN 1 BbICTPbLIA CNOCO6 BOCCTaHOBUTL
[octyn K cyety. lNpuBAsaHHbIN TenedoH NOMOXKET, ec/iv 3abyaellb CBOM MaTeXKHbIM Naposib UK
3aliAellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ncnonb3yin ogHopasoBble napoau. MNocne nepexona Ha YCUIEHHYIO aBTopU3aLUmio Tebe yxKe He
6yaeT yrpoXKaTb ONACHOCTb KpaXKu UK nepexsaTa NaTeXHOro napons;

3. Bblbepn cnoxHbiit naposb. MpecTynHMKam 6yaeT He NpPOCTO yragaTtb C/0XKHbIA Mapob.
HagerkHble Naposiv - 3TO Napon, KOTOpble CoAepKaT HE MeHee 8 3HAKOB U BK/OYAOT B cebA CTpoYHble
W NponucHble BYKBbI, UMPbI M HECKO/IbKO CMMBO/IOB, TaKME KaK 3HaK gonnapa, GyHTa, BOCKAULATENbHbIN
3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAW CBOU /INYHbIE AAHHbIE HA CalTaX, KOTOPbIM He A0BepAeLlb.
INeKTPOHHAA noyTta

INEeKTPOHHAA NoYTa - 3TO TEXHO/IOTUSA U NPeSOCTaBAsiEMbIE €0 YC/IYTU MO NEPECHIIKE U MOYYEHUIO
3/IEKTPOHHbIX COODBLLEHNI, KOTOpbIE pacnpenenatoTca B KOMMNbOTEPHON ceTU. OBbIMHO 3NEKTPOHHbIN
MOYTOBbLIM AWMK BbLIFAAUT CledylolwmMm obpasom: MMA_MNO/b30BaTENA@UMA_LOMEHA. TaKKe Kpome
nepezayn NPocToro TEKCTa, MMEETCA BO3MOXKHOCTb NepeaaBatb Gpansbl.

OcHoBHble coBeTbl N0 6e30nacHoi paboTe € 3NEKTPOHHOM NOYTON:

1. Hago BbI6GpaTb NPaBUbHbIN NOYTOBbLIV CEPBUC. B MHTEPHETE €CTb OrPOMHBIN BbIBOP HecnnaTHbIX
NOYTOBbIX CEPBMCOB, OAHAKO /yylle AOBEPATb TEM, KOFO 3Haellb U KTO NepBblii B PEUTUHTE;

2. He ykasbiBaii B J/IMYHOM MNoYTE AUYHYIO WHPopmaumio. Hanpumep, Anydwe BbIGpaTb
"My3blKanbHbIN_paHat@" nam "pok2013" emecto "temal3l";

3. Ucnonb3yih AByx3TanHyl0 aBTOpM3aumio. 3TO Korga NOMMMO Maposa HYXHO BBOAUTb Kog,
npucoliaemsiii no SMS;

4. Bbibepn CNOXKHbIN Naposib. N8 KarKAOro NoyTOBOro ALLMKA AO/KEH ObiTb CBOM HaZeXHbIN,
YCTOMYMBbLIM K B3/IOMY Napo/ib;

5. Ecan ecTb BO3MOXHOCTb HanmcaTb Camomy CBOW NINYHbIN BOMpOC, MCHOﬂb3yﬁ 3TY BO3MOXHOCTb;

6. Ncnonb3yli HECKO/IbKO MOYTOBbIX ALWMKOB. MMepBblii ANA YacTHOW Mepenncku c agpecatamu,
KOTOPbIM Tbl A0Bepsellb. ITO 3N1eKTPOHHbIV afpec He HaJlo UCNOJIb30BaTb NPU perncTpauum Ha dopymax
W caMTax;

7. He oTkpbiBai $aiinbl U Apyrve BAOKEHUA B MUCbMaX, AaKe eCAN OHW MPULLM OT TBOUX APY3EN.
Jlydlwie yTo4HM Y HUX, OTNPABAAAM NN OHU Tebe 3Tu dalinbl;



8. Nocne okoHYaHMA paboTbl Ha MOYTOBOM CEPBUCE NEPes 3aKPbITUEM BKAAAKM C CAUTOM He 3abyab
HakaTb Ha "BblnTn".

KnbepbynnuHr unm BupTyanbHoe M3aesateibCTBO

KnbepbynnuHr - npecnesoBaHMe COOOLIEHUAMM, COAEPMKAWMMM OCKOpbsieHUs, arpeccuto,
3anyrmBaHume; XyamMraHCTBo; coumaaibHoe 6017IKOTVIpOBaHVIe C NOMOLbIO PaA3/INYHbIX UHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl N0 Hopbbe ¢ KnbepbynanHrom:

1. He 6pocaiics B 60M. Jlyuwmin cnocob: nocoBeToBaTbCA KaK cebs BECTU U, EC/IN HET TOTO, K KoMy
MOXHO 06paTUTbCA, TO BHAYane YCNoKouTbcA. ECnM Tbl HayHewb OTBeYaTb OCKOPOAeHMAMM Ha
OCKOp6EHUSA, TO TO/ILKO elle Ho/blie Pa3oXKKeLb KOHPMKT;

2. YnpaBnsan ceoen Knbeppenyraumnemn;

3. AHOHMMHOCTb B ceTM MHMMaA. CyLLecTBYIOT CNocobbl BbISCHUTb, KTO CTOUT 3@ aHOHWUMHbIM
aKKayHTOM;

4. He cTOMT BECTU XY/JIUTAHCKMA 00pa3 BUPTYasibHOM KU3HU. WNIHTepHeT ¢UKCMpyeT BCe TBOM
OENCTBUS U COXPaHSAET UX. YAanutb Ux byaeT KpaliHe 3aTpyAHUTENbHO;

5. Cobntogaii cBOK BUPTYa/ibHYIO YECTb CMOJIOAY;

6. WrHopupyin eauvHWuHbIA HeraTue. OpgHOpasoBble OCKOPOUTENbHble COObLWEHMA Jyylle
nrHopuposatb. O6bIYHO arpeccus NpeKkpaLLaeTca Ha HavyabHOM CTaaunu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBeHHbIMKW COOBLLEHUAMU, B COLMANbHbIX CETAX eCTb
BO3MOXHOCTb 6/IOKMPOBKM OTNPABKM COODLLLEHW C ONpeaeeHHbIX aApecos;

8. Ecan Tbl cBMaeTenb KubepbynnuHra. TBOM AeNCTBMA: BbICTYNUTb MPOTUB npecieaosaTtens,
nokasaTb emy, YTO ero AencTBMA OLEHMBAOTCA HEraTMBHO, NOAAEpP)KaTb KEepPTBY, KOTOPOWN HYXHa
NCUXONOTNYECKas MOMOLLLb, COOBLLMTL B3POC/bIM O GpaKTe arpecCMBHOroO NOBeAEHMA B CETU.

Mo6unbHbIii TenedpoH

CoBpemeHHble cMapTdOHblI M MAaHWeETbl cogep:kaT B cebe BMoAHE B3pOCAblid PYHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPMPOBAaTb CO CTALMOHAPHbIMW KoMnbloTepamu. O4HAKo, CPeacTB 3alnThl A48
NoA06HbIX YCTPOWCTB NOKa 04YeHb Mano. TecTMpoBaHME U MOUCK YA3BMMOCTEN B HUX MPOUCXOAUT He TaK
WMHTEHCUBHO, Kak gna MK, To ke camoe KacaeTca U MOBUAbHbIX MPUITOXKEHWUNA.

COBpeMeHHble MOBUNbHbIE 6pay3epbl yXKe NMPaKTUY4ECKN OO0TrHaM HaCTOJibHble aHanorn, ogHako
pacwunpeHune d)yHKLI,I/IOHaJ'Ia B/1I€YEeT 3a cobol 60l'lbI.IJYIO CNIOXKHOCTb U MEHbBLUYH 3alWNLLEHHOCTD.

[Janeko He BCce MPOU3BOANTENN BbIMYCKAOT 0OHOB/IEHMSA, 3aKPbIBAIOLLME KPUTUYECKUE YA3BUMOCTU
ONA CBOWMX YCTPOWCTB.

OCHOBHbIe coBeTbI AN 6e30nacHOCTU MOBUIBHOIO TenecbOHa:

Huuyero He ABNAeTCA NO-HacToALEeMY 6ecniaTHbIM. byab ocTopoxeH, Begb Koraa Tebe npeagnaratoT
6ecnnaTHbIM KOHTEHT, B HEM MOTYT 6bITb CKpPbITbl KaKMe-To naaTHble YCAYTH;

Oyman, npexxge yem otnpasutb SMS, ¢doTo unm Buaeo. Tbl TOYHO 3HaELWWb, rge OHM byayT B
KOHEeYHOM utore?

Heob6xoaMmo 06HOB/ATL ONEPALLMOHHYIO CUCTEMY TBOETO CMApPTdOHa;



Mcnonb3ayit aHTUBMPYCHbIE NPOrpaMmmbl g1 MOBUAbHbLIX TenedoHOB;

He 3arpy»kait NpMnoKeHMA OT HEM3BECTHOIO UCTOYHMKA, BEAb OHW MOTYT COAEPKaTb BPeAoHOCHOe
nporpammHoe obecneyeHue;

Mocne TOro Kak Tbl BblAeLWb C CAilTa, rAe BBOAWA JINYHYIO MHDOPMALMIO, 3aiMaM B HACTPOMKHK
6paysepa v yganu cookies;

I'Iepmop,vlqecuvl ﬂpOBepﬂﬁ, Kakue nnatHble YCAYrn aktTuBuMpoBaHbl Ha TBOEM HOMEPE;

[JaBaii cBo HOMep MObunbHOro TenedoHa TONbKO JIOAAM, KOTOPbIX Tbl 3HaelWb M KOMy
ZLoBepaeLlb;

Bluetooth gonxeH 6bITb BbIKAOUYEH, KOTAa Thl UM He Noab3yellbea. He 3abbiBait MHOrAa NpoBepATb
aTo.

Online urpbl

CoBpemeHHble OHMANH-UIPbl - 3TO KPacoYHble, 3axBaTbiBalollMe pa3BiaeyeHns, obbeamHame
COTHM TbICAY YENOBEK N0 BCEMY MUPY. UrpoKn UccneaytoT AaHHbIA Mm MUp, obLuatoTca Apyr ¢ 4PYrom,
BbIMOMHAIOT 334aHWUA, CPaAXKaloTCA C MOHCTPAMM WM MNOJyYaloT OMbIT. 33 YAOBONLCTBME OHM MAATAT:
NOKYNatoT AMCK, OMNIaYNBatOT abOHEMEHT MM NPUMOBPETAIOT KaKMe-To ONuuK.

Bce aTu cpeacTBa MAYT Ha NoAAeprkaHMe WM PasBUTME WUIPbl, a TaKKe Ha camy 6e30nacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMM, BbIMYCKAlOTCA HOBble NaTtuM (umdpoBble 3annaTkM gnaa
nporpammy), 3aKpblBatoTCA YA3BUMOCTU CEPBEPOB.

B I'IOLI,O6HbIX Urpax CTouT onacaTbCA He CTOJ/IbKO CBOUX CONEPHUKOB, CKOJIbKO KpPa*Xn TBOEro NapoaA,
Ha KOTOPOM OCHOBaHa CUCTeMa aBTOpu3auunun 60N1bLINHCTBA urp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOErO UrPoOBOro akKayHTa:

1. Echm apyroit UrpokK BeaeT ceba NAoxo Uam cosgaet Tebe HenpUATHOCTK, 3a6N0KNPYIA €ro B CNUCKe
UrPOKOB;

2. I'Iomanyﬁcg AAMUHNCTPATOPaM WUrpbl Ha NJI0OX0e€ noBeAeHUME 3TONo0 WUrpoKa, XenateabHo
NPUNOKUTb KaKNE-TO A0Ka3aTeNNbCTBa B BUAE CKPUHOB;

3. He yKasblIBaW AMYHYI0 MHOOPMaLUio B Npodanie urpbl;
4. YBaxKall Apyrnx y4acTHUKOB MO UrpE;

5. He ycTaHaBAmBal HeoduLmanbHble NaTYM U MOAbI;

6. Micnonb3yi CNoKHble M pa3Hble NApoau;

7. Jaxe BO BPEMA MUTPbl HE CTOUT OTKAKOUYATb aHTMBUPYC. [OoKa Tbl UrPaeLlb, TBON KOMMbIOTEP MOTYT
3apasuTb.

OULWKHT Uam KpaXXa JINYHbIX AaHHbIX

O6bIuHOM Kpakel fAeHer U AOKYMEHTOB CErofHA Y€ HMKOro He yAuBULb, HO C pa3BUTUEM
WMHTEPHET-TEXHONOMUIA 3/T0YMbILINIEHHUKN NEePEeMECTUIUCL B UHTEPHET, M MNPOAO0KaOT 3aHMMAaTbCA
"Nnobumbim" genom.

Tak nosasmnacb HOBasA yrpo3a: MHTeEPHET-MOWEeHHNYEeCTBa NN d)MLLIMHI', rnaBHaA uUesib KOToporo
COCTOUT B NONIy4eHUN KOHd)VILI,eHLI,VIaI'IbeIX AaHHbIX nonb3oBaTene - NT0rMHoB u naponei/'l. Ha aHrnnitckom



A3blke phishing unTaetcs Kak ¢puwmnHr (ot fishing - pbibHas nosas, password - Napob).
OcHoBHble coBeTbl No 6opbbe ¢ puwnHrom:

1. Chegun 3a cBOMM aKKayHTOM. Ecnam Tbl nogo3peBaellb, YTO TBOA aHKeTa Oblia B3/ilOMaHa, TO
HeobxoaMmo 3a610KMPOBaTL ee U COObLLNTL aAMUHUCTPATOPAM pecypca 06 3TOM Kak MOXKHO CKOpee;

2. MCI'IOIIb3yﬁ 6e3onacHble BE6-CaﬁTbI, B TOM 4YnUCne, MHTEPHET-MarasnHoB U NMOUCKOBbIX CUCTEM;

3. Wcnonb3yih CNOXHble W pasHble naponu. Takum obpasom, ecan Teba B3/NOMAKOT, TO
3/10YMbILUNIEHHUKM NOYYaT AOCTYN TONbKO K OAHOMY TBOEMY NPOoGUIIO B CETU, @ HE KO BCEM;

4. Ecnn Tebsa B3OManM, TO HeobxoAMMO npeaynpeauTb BCEX CBOMX 3HAKOMBbIX, KOTOpble
nobasneHbl y Tebs B Apy3baAx, O TOM, YTO Tebs B3/iOMasiM M, BO3SMOXKHO, OT TBOEro MmeHu byaet
paccbliaTbCA CNAaM U CCbIIKM Ha GULLMHIOBbIE CalThbl;

5. YcTaHoBM HagaeKHbI naponb (PIN) Ha MoBUAbHBIN Tenedon;
6. OTK/II0YM coXpaHeHue napona B Bpaysepe;

7. He oTKpbiBait painbl M gpyrve BAOXKEHUA B MUCbMaX, AaXKE €CAN OHM NPULLAKN OT TBOUX ApPY3ei.
Jlydwe yTOUYHM Yy HMX, OTNPABAAAN AN OHW Tebe 3Tn daiinbl.

LUudposasa penytauusa

Undposaa penytauma - 3TO HeraTMBHas WAW NO3UTUBHAA WMHbopmaums B cetn o Tebe.
KomnpomeTtupytowaa uHPopmaLma, pasMelleHHas B MHTEpPHETe, MOMKET cepbesHbiM o06pasom
OTPasnTbCA Ha TBOelh peanbHon xusHu. "Undposas penytauma" - 3To TBOM MMUAXK, KOTOpPbIN
bopmupyetca n3 nHpopmaumm o Tebe B UHTEPHETE.

TBOE MECTO KWUTeNbCTBa, y4yebbl, TBoe (UMHAHCOBOE MOJOXKEHME, OCOBEHHOCTU XapaKTepa WU
pacckasbl 0 61M3KMX - BCe 3TO HaKanAMBaeTcA B CETU.

MHorvue noApoCTKM NETKOMbICIEHHO OTHOCATCA K Ny6AMKALMM NMYHON MHbOPMaLMK B UHTepHeTe,
He MOHMMan BO3MOMKHbIX MNOCNeACTBMI. Tbl AaKe He CMOMXelWb A0rafatbCa O TOM, YTO ¢oTorpadus,
pasmelleHHas 5 eT Hasag, cTana NPMYMHOMN OTKasa NPUHATL Tebs Ha pabory.

KommeHTapuu, pasmelieHne TBoux poTtorpaduini U apyrme AeMUCTBUMA MOTYT HE UCYE3HYTb OaKe
nocse Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaelWb, KTO COXPaHWa 3Ty MHbOpPMALMIO, Nonana /M OHa B
MOMCKOBbIE CUCTEMBI M COXPAHWMIACh /1IN OHA, A FIaBHOE: YTO MOAYMAIOT O Tebe OKpyKalolme noau,
KOTOpble HanayT M yBUAAT 3T0. HanTu MHbOpMaLLMIO MHOTO SIET CNYCTA CMOMKET Ntoboi - Kak 13 fobpbix
nobyXKaeHWN, Tak U C HAMEPEHMEM MPUYMHUTL BPe. ITO MOKET ObITb KTO YrogHO.

OcHOoBHble COBETbI MO 3aWuTe UMPPOBON penyTaLmu:

1. Moaymait, npexae 4em yto-To Ny6AnKoBaTb M Nepepasatb y ceba B 610re nam B coumanbHom
ceTu;

2. B HacTpoiiKax npodpuaa ycTaHOBM OrPaHUYEHUA Ha MNPOCMOTP TBOEro npoduaa u ero
CoAepXKMMOro, caenam ero Tonbko "ana apysein”;

3. He pasmewai n He yKasbiBal MHPOPMaALMIO, KOTOpPAs MOMKET Koro-nmbo ockopbnatb mau
o6MKaTh.

ABTOpCKOE nNpaso



CoBpemMeHHble LWKOJ/IbHUKK - aKTUBHbIEe Nob30oBaTeNn UudpoBoro npocTpaHcTea. OaHaKo AaneKko
He BCe 3HaloT, YTO N0/Ib30BaHME MHOTMMM BO3MOXKHOCTAMU LMbPOBOro mupa TpebyeT cobatoaeHna npas
Ha UHTENIIEKTYaIbHYO0 COBCTBEHHOCTb.

TepMUH "MHTeNNeKTyaibHasA COBCTBEHHOCTL" OTHOCUTCA K Pa3IMYHbIM TBOPEHMAM YE0BEYECKOTO
YMa, Ha4YMHasn C HOBbIX N306peTeHn 1 3HaKoB, 0603HaYaloLLMX COOCTBEHHOCTb Ha NPOAYKTbI U YCAYTK, U
3aKaHuYMBaA KHUramm, potorpadpmamm, KWNHOPUABLMAMM U My3blKasibHbIMU MPOUN3BELEHUAMM.

ABTOpCKMe MpaBa - 3TO MpaBa Ha WHTENNIEKTya/IbHY0 COBCTBEHHOCTb Ha MPOM3BEAEHUA HayKK,
NMTepaTypbl M WMCKycCTBa. ABTOPCKME MpaBa BbICTYNalOT B KayecTBe rapaHTUM TOro, 4TO
WHTENNIeKTYaIbHbIN/TBOPYECKMIA Tpya, aBTopa He Oy4eT HanpacHbiM, AacT emy chnpaBeg/vBble
BO3MOKHOCTM 3apaboTaTb Ha pe3ybTaTax CBOEro TpyAa, MOYYnTb U3BECTHOCTb U NpU3HaHKWe. HUKTo 6e3
paspelleHVss aBTOPa HE MOXKeT BOCMPOM3BOAWTL €ro MpPousBefeHWe, PacnpocTpaHATb, My6ANYHO
AEeMOHCTPUPOBaTb, NpPOAAaBaTb, WMMMNOPTUPOBATb, MyCKaTb B MPOKaT, MNyb/AMYHO  UCMOHATD,
NOKa3sblBaTb/UCMONHATL B 3$Upe UM pasmellatb B MHTepHeTe.

Ncnonb3oBaHuMe "nupaTtckoro" nporpaMmMHOro obecneyeHmns MOXKET NPUBECTU K MHOTMM PUCKaM:
OT NOTEePU AaHHbIX K TBOMM aKKayHTam 4,0 6/1I0KMPOBKM TBOETO YCTPOICTBA, IAe YCTAaHOB/EHA HeJierasibHas
nporpamma. He cTouT Tak»Ke 3abbIBaTb, YTO CYLLLECTBYIOT JierasibHble M 6ecnaatHble NPorpammbl, KOTopble
MOKHO HalTU B CETH.

O noprane
CeTeBMYOK.p® - TBOM rNaBHbIM COBETYMK B CETU. 34EChb Tbl MOXELb Y3HaTb O 6€30MacHOCTU B CETH

NOHATHLIM U AOCTYMHbIM A3bIKOM, @ NPY BOSHUKHOBEHWUW KPUTUYECKOWN CUTYaLMmM 0BpaTUTLCA 32 COBETOM.
A TaK¥Ke MPUHATb y4acTMe B KOHKypPCax M CTaTb CaMbiM UMPPOBbLIM rparkaaHnHom!



